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Closed-Circuit Television (CCTV) Policy

CCTV is used by Cara House FRC as part of the operational system for security. The purpose
of the system is to protect against crime, including theft or pilferage, and to ensure the security
of all staff and property. Cara House FRC reserves the right to use any relevant information
obtained by CCTV in any internal investigation or subsequent disciplinary hearing that may
occur.

Cara House FRC ensures that the use of CCTV is in line with requirements under the GDPR.
All employees have a responsibility to adhere to this policy, and failure to do so may result in
disciplinary action, up to and including dismissal.

Overall responsibility for Cara House FRC’s CCTV system lies with the Data Controller (ie. the
employer - Board of Management). Access to the CCTV system and recorded material is
strictly restricted to authorised personnel.

Cameras

Cara House FRC operates 11 cameras which are located in the following locations. These
operate on a 24-hour basis, 7-days a week.

» Active Age Centre — 4 cameras (2 internal — 1 in the main entrance hall, 1 at the top of
the stairs on the first floor) and 2 external (1 at the front door, 1 at the side of the

> building)

» Children’s Centre - 7 cameras (3 internal — 1 in each of the Childcare Rooms) and (4
external — 1 at the front door, 2 at the side of the building, 1 at the rear of the building
capturing the children’s outdoor play area)

(The recording of child-focused areas is limited to what is strictly necessary. No internal audio
recording is used).

All employees are informed of CCTV use, location and purpose as part of onboarding or
through signage.

Processing the images

Recorded images are retained for 30 days from the date of recording. (The Data Protection
Commission (DPC) generally advises that 30 days is a reasonable standard for security
purposes). However, Cara House FRC reserves the right to retain images for a longer period
where there are objective reasons for doing so. Those employees with responsibility for
processing CCTV images must only do so in line with established procedures and must
ensure the security of the data at all times. Any employee who uses the CCTV system or
CCTV images in an unauthorised manner may be subject to disciplinary action up to and
including dismissal. Unauthorised use is any processing incompatible with the data’s original
purpose, including, but not limited to:

. Disclosure of images containing personal data to an unauthorised third party, including
other employees;

. Unauthorised processing of personal data in the form of copying the images onto a
disk, website or print format;

. Circulation of images containing personal data by email or posting of images containing
personal data on the internet.



https://www.dataprotection.ie/sites/default/files/uploads/2019-05/CCTV%20guidance%20data%20controller.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2019-05/CCTV%20guidance%20data%20controller.pdf

Access to and disclosure of images to third parties

Access to and disclosure of images recorded by the CCTV system is carefully monitored.
Access to images by third parties will only be allowed in limited and prescribed circumstances
permitted by legislation. Such circumstances may include the disclosure of personal
information in order to:

. Safeguard the security of the State;

. Prevent, investigate offences, or collect any tax or monies owed to the State;

. Protect the international relations of the State;

. Prevent injury or damage to property;

. Meet legal requirements;

. Obtain legal advice, or for the purpose of legal proceedings;

. Meet a request from, or with the consent of, the data subject, or a person acting on his

or her behalf.

Cara House FRC also reserves the right to disclose personal information to specific third
parties where there are objective business reasons for doing so. Objective business may
include:

Ongoing Investigations: Retention is justified for the duration of an investigation into a specific
incident, such as theft, vandalism, or security breaches.

Legal Proceedings and Litigation: Footage is retained if it is needed for evidence in potential
legal, civil, or insurance claims (e.g., accidents or injuries).

Subject Access Requests (SARS): If a person (data subject) has requested to view their
footage within the 30-day retention period, the data must be retained until the request is
processed.

Specific Security Risks: In locations with high, verified rates of crime, longer retention might be
justified if properly documented.

Safety Incidents: Recording incidents that involve health and safety risks, such as accidents or
breaches of the safety code.

All third party access is subject to lawful basis under GDPR.

Third parties may include:

. An Gardai Siochana;

. The Health and Safety Authority;

. Insurance providers;

. Medical practitioners;

. Pension and medical insurance providers;

. Any person(s) conducting or participating in an internal investigation.

Access by data subjects

Under the GDPR individuals have the right to access images containing their personal data.
This applies equally to staff and members of the public. All requests must be made in writing
and should be forwarded to the DPO (Data Protection Officer — ie. Project Manager).

Careful consideration must be given to requests for access that would involve disclosing
images of third parties. This may be overcome by blurring or disguising the images of third
parties. Based on guidance from the Data Protection Commissioner (DPC) of Ireland,
redacting or blurring images (such as CCTV) is considered a highly feasible and often required
alternative to refusing a Subject Access Request (SAR).

Individuals requesting access to images must supply Cara House FRC with the



following:

. Adequate information for the images to be located,

. Sufficient information to enable Cara House FRC to verify that the applicant has a
. legitimate right to request access;

. Proof of identification through photographic identification, for example passport or
. driving license.

Individuals should specify whether they would be satisfied with merely viewing the images
rather than requiring a copy. A request in relation to what personal data is stored will be
responded to within 30 days explaining whether such data is kept and, if so, giving a
description of the data and the purpose of keeping it. A copy of the personal data of the
individual will be supplied within one month of the request.

In the event that a request for access is denied, Cara House FRC will document the following;

. The identity of the individual making the request;
. The date of the request; and
. The reason for refusing to supply the images requested.

The document will then be signed and dated and will be provided to the individual making the
data access request.

Under data protection regulations like the GDPR, individuals have the right to object to the
processing of their personal data—including identifiable CCTV images—when that processing
is based on "legitimate interests" or "public interest".



Review

This policy is available to all staff, and will be reviewed every three years or sooner if required.
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